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Security Problem

e ICIS currently allows for 2 levels of security
 Central Db — data shared among ICIS community
e Local Db — data shared locally (research centre)

o All database records can be viewed by a user

e Only restrictions are on read/write access to
databases

Canada



Agricultur Agricultur
I*I Ag -Fo dC d Ag alime t e Canada

/

Security Problem

e 3 Levels needed:

e 1) Data only s

nared among project collaborators

Project stuc

ies/pedigrees within a local Db

restricted to those actively working on a project
or to the research centre

e 2) Share data

across AAFC

Local Db accessible to all AAFC users
» 3) Share non-sensitive data with ICIS community
Data uploaded to the Central Db
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Temporary Fix

e Create multiple Local databases for each
Research Centre

» Awkward — users are constantly switching
between local databases

 Duplication of data in local databases, if
germplasm is involved in multiple projects

» Hard to merge data after project finishes
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Proposed Solution

K Microsoft Access

Fle Edt Vew Insert Format Records Tools Window Help Type 2 question for help =

M- B8 SRV :REA - @ NI PHY K EE- 0,

e Add a new column to the

B USERS : Table

[ USERID [INSTAL| USTATUS | UACCESS UNAME PERSOMD | ADATE
l I - - - 421 GHUMPHREYS  GH 20060705
r I - - 421 SFOX 20060705
, - - 421 TBANKS 20060705

- 421 DSOMERS 20060705
- - 421 RGRAF 20060705
l I - - 421 DGAUDET 20060705
rO - - 421 HCAMPBELL 20060705

- - 421 ABANMAN

- - 421 TFEHR

421 CHORBACH 20080705
- - 421 BMEVER 20060705
- ~Cc" - - 421 GMCLARE 20060705
. - - 421/ MOLFERT 20060705
- 421 JROSS 20060705
- 421 BCOWARD 20060705

421 DDAHLMAN 20060705
421 ICLARKE 20060705

- 421 FCLARKE 20060705

- 421 RKNOX 20060705

- 421 RDEPALWY 20060705

- 421 GUEST GUEST 20060621
llaborating

422 SYATES ADMIN 20020514
1) 0

Record: 14| { T b [0l [rkof 22

Datashest View [
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Proposed Solution

e Add the
Security
Grouping
(SECURGRP)
column to the
GERMPLSM
table as well

e Links to
USERS table

rosofi Access
File  Edit

E-HH SRy =B o @

Yiew Insert Formak  Records  Tools  Window

BEUEA- AL o

Help Type a question for help

B2a- 3.

€8/ GMS-Local-acschex : Database {Access 2000 file format)
B GERMPLSM : Table
GRPLCE SECURGRP

-56718) 202 [u] -1 o
-SE717 2020 1 -SB7 16 ) -1 o
-56716 1 2 [u] a -1 20000000
-56715 31 A1 0 [u] 0
56714 31 - a a a
-56713 3 A 0 [u] 0
SE712 31 1 a ) a
A6711 31 A [u] a [u]
-567100 31 A1 0 [u] 0
-667058 31 -1 a ) a
-56708 3 -1 0 [u] 0
SE7O07 31 -1 a ) a
66706 31 [u] a 004
-56705 31 A1 -56704 [u] 4557
-66704 1 2 a ) 4567
-56703 3 A1 -10012 [u] -1
-AE702 205 -1 3546542 4811475 a

-66701 205 -1 3544435 4808085
-56700 205 -1 3544410 4807893
-A66958 205 -1 3544410 4747222
-56698 205 -1 3544371 4747229
-5BE97 205 -1 3544292 4807370
-66696 205 -1 3544282 4807295
-5BE95 205 -1 3544282 4807297
-66694 205 -1 3544281 4807235
-56693 205 -1 3544098 4747193
-5BE9Z 205 -1 3543718 4B0BESE
-66691 205 -1 3543605 4747226
-56690 205 -1 3543509 4806501
-A66G5 205 -1 3543501 4806411
-56688 205 -1 3543500 4747198
-SBES7 208 -1 2441652 4559042
-666E6 205 -1 2441308 4639720
-5B6B5 208 -1 2441308 4559070
-666G4 206 -1 2441278 4639706
-56683 206 -1 2441279 4559102
-GBESZ 208 -1 2441045 4559095
-66681 205 -1 2441045 46396500
-5B680 208 -1 2441043 4639599
-6667S 206 -1 2441038 4559037
-56678 206 -1| 2437923 4559065
-SBEY7 208 -1 383932 4759913
-66676 205 -1| 383932 4747228

Record: 14| 4 o b | M1 pk] of Seaz0

Datasheet View
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Proposed Solution

rosoft Access.
Edit View Insert Fomat Records Tools Window  Help Type & question For help

Ha SRV @ - |@ 2E T A K Bia- 0.

e Add the Secu rity Grouping

STUDY : Table
(S ECU RG RP) COI u I I I n to the 21 06 AD42552 02006 ADA2E-52 Trial 20060501 20061001
20 B AD42426 (012008 ANAIA28 Trial 20060501 20061001
-19 06 AD423-27 0 2006 AD423-27 Trial 20060501 20061000
I DY t | e 18 R AD409 012006 AD4DS Trial 20060501 20061001
17 06 AndnG /3006 AD4DB Trial 30060501 S0061001
1B R ADAD4-19 01 2008 AL Trial 20060501 20061001
15 06 ANA03-10 01 2008 ADAT3-10 Trial 20060501 20061001
= 14 06 AD3E4-55 0 2005 AD3EL-56 Trial 20060501 20061001
[ LI n S tO | | S E RS ta e -13 0B AD353-A04] 0 2008 ADSE3-A0421 Trial 20080501 20081001
-12 06 A03528-61 0 2006 AD3528-518 Trial 20060501 20081001

-11 06 A0339-46 0/06 A0339-46 Trial 20060501 20061001
-10 06 A0334B-A0 02006 AD334B-A0407 Trial 20060501 20061001
-9 06 AN324-278 0 2006 A0324-27b Trial 20060501 20061001
-8 06 AN320-23 02006 AD320-23 Trial 20060501 20061001
-7 0B AD316-37B 0 2008 A0316-37b Trial 20080501 20061001
-6 06 A0315-32B 0 2006 A0315-328 Trial 20060501 20061001
-5 06 AD308-52 | 0 0F A0308-52 Trial 20060501 20081001
-4 06 AN303-40 02006 A0303-40 Trial 20060501 20061001
-3 06 A03028-46 0 2006 AD30228-468 Trial 20060501 20061001
-2 06 AD301-A04 0 2006 A0301-A0420 Trial 20060501 20061001
-1 06 AN247A-A0 0 2006 AD247A-AD359 Trial 20060501 20061001
0 0 0 0

Record: 14| ¢ T b [ h[pa]of 21

Datashest Yierr HUM
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Proposed Solution

e GMS:

» SetGen — allow users to assign a list of pedigrees to a
particular Security Group (from USERS table)

* When a Security Group is chosen, the corresponding
SECUREGREP id is added to the Germplasm table

e Only users in that Security Group can view pedigrees on
that list

o If SECUREGRP = 0 then list is available to all users
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Proposed Solution

e DMS:

* A new cell underneath the STUDY NAME cell,
where the user enters the SECUREGRP id of
those able to view the study

e DMS Workbook places the SECUREGRP id in the
STUDY table

o [f SECUREGRP = 0 then study is able to be
viewed by all users
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Proposed Solution

e Problems:

* A user can only be a member of one Security
Group at a time

* Re-programming of SetGen and DMS Workbook

» Changes need to be made to the databases —
update tool would need to be developed
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Q&A, Discussion

e Comments?
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